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Introduction 
 

Piracy at sea is one of the world’s oldest crimes and will persist alongside the ongoing 

development of seaborne trade and transportation. Since the early 2000s, piratical activities have 

attracted both regional and global attention and various responses. Several regions have turned 

into hotbeds of piracy—in particular, the Gulf of Aden, the Malacca Strait, New Guinea, and the 

Sulu Sea. 

 

Vessels operating or transiting through the Sulu and Sulawesi region have always been 

vulnerable to pirate attacks. Recent incidents, especially in 2016, have resulted in significant 

casualties, including people, cargo, ships, and other related materials. Approximately 20 offshore 

attacks occurred in 2016, and more than 50 foreigners have been kidnapped by pirates in the 

second half of 2016.1 Countries in the region still face a complex maritime security challenge. In 

light of recent developments, there is a concern that the Sulu Sea will become a ‘New Somalia’.2 

Three border countries – Indonesia, Malaysia, and the Philippines – have taken cooperative 

measures to suppress piracy in the Sulu Sea using their armed forces to conduct coordinated 

patrols.3 Since the patrols commenced, the number of incidents has declined, but several attacks 

have since caused fatalities and the area remains a piracy ‘hotspot’.4 

 

To tackle piracy in this region, one needs to understand its characteristics. Although the methods 

by which pirates do business are similar, some factors differentiate piracy in the Sulu Sea from 

other regions. Therefore, actions taken to solve the problem in the Sulu/Sulawesi seas must be 

different. This paper provides a picture of how pirates operate in the region and the causes, as 

well as challenges in addressing the threat. It also examines current responses from coastal states. 

Finally, the paper offers recommendations to might improve regional cooperative measures. 
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Figure 1: The Sulu Sea and near region5 

 

Maritime piracy 
 

Article 101 of the United Nations Convention of the Law of the Sea (UNCLOS) 1982 includes 

the following definition of piracy, which is also used by the International Maritime Organisation 

(IMO): 

Piracy consists of any of the following acts: 

 

(a) Any illegal acts of violence or detention, or any act of depredation, committed for 

private ends by the crew or the passengers of a private ship or a private aircraft, and 

directed: 

(i) On the high seas, against another ship or aircraft, or against persons or property 

on board such ship or aircraft; 



 

 

 5 

Issue 21, 2021 

(ii) Against a ship, aircraft, persons or property in a place outside the jurisdiction 

of any State;  

 

(b) Any act of voluntary participation in the operation of a ship or an aircraft with 

knowledge of facts making it a pirate ship or aircraft; 

 

(c) Any act of inciting or of intentionally facilitating an act described in subparagraph (a) 

or (b). 

 

According to Derek Johnson, Erika Pladdet, and Mark J. Valencia, that definition contains five 

elements: 

 

First, piracy must involve a criminal act of violence, detention, or depredation. Second, 

piracy must be committed on the high seas or in a place outside the jurisdiction of any 

state. … The third element … is the two-ship requirement. … Fourth, piracy needs to be 

committed for private ends, which excludes the acts of terrorists or environmental 

activities from being piracy. Fifth, attacks by naval craft fall outside the bounds of piracy 

because pirate attacks have to be committed by the crew or passengers of privately 

owned vessels.6 

 

Meanwhile, the International Maritime Bureau (IMB) has its definition, one that broadens the 

scope of piracy and eliminates UNCLOS restrictions. It defines piracy as: ‘An act of boarding or 

attempting to board any ship with the intent to commit theft or any other crime and with the 

intent or capability to use force in the furtherance of that act.’7 The differences between the two 

definitions are given in the table below. 

 

IMO IMB 

Piracy must be committed on the high seas or 

in a place outside the jurisdiction of any state. 

A criminal attack with weapons on ships 

within territorial waters is an act of armed 

robbery and not piracy. 

The distinction does not exist between attacks 

on the high seas and in territorial waters. 
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Piracy has a ‘two-ship’ requirement. Pirates 

need to use a ship or ships to attack another 

ship. This excludes mutiny and privateering 

from acts of piracy. 

A ‘two-ship’ requirement is abolished. 

Attacks from any watercraft or even from 

ashore are acts of piracy. 

Piracy is committed for private ends. This 

excludes acts of terrorism and environmental 

activism. 

Piracy may be committed for private or other 

ends. Attacks on a ship for political or 

environmental reasons qualify as piracy. 

Because pirate attacks have to be committed 

by the crew or passengers of privately owned 

vessels, attacks by naval craft fall outside the 

bounds of piracy. 

The acts of government naval craft can be 

deemed piracy in certain circumstances. 

Table 1: IMO and IMB definitions of piracy8 

 

The use of dissimilar definitions results in different piracy incident reports provided by the IMO, 

the IMB, and respective coastal states. Because if a broader definition, reports published by the 

IMB tend to show a greater number of piracy incidents. A greater number of piracy incidents 

creates complexity for coastal states in answering their obligation to ensure the security and 

safety of sea lanes within their jurisdiction. The greater the number of piracy incidents, the worse 

the image of the responsible coastal states. For example, the Malacca Strait had obtained a 

reputation as ‘the most dangerous waters’. The ability of coastal states to handle piracy is 

therefore thrown into question. 

 

The IMO definition of piracy, adopted from UNCLOS 1982, provides a clear distinction of 

coastal states’ responsibility for ensuring the safety and security of maritime space in their 

respective national jurisdiction. This definition allows law enforcement agencies to understand 

what rules and regulations apply for any crime inside or outside territorial waters. For the states 

that agree with the IMO definition, national laws will be used to prosecute the perpetrators of 

violent attacks on seafarers inside their territorial waters, thereby categorising these acts as 

armed robbery. By contrast, international law will be employed as the legal basis for prosecuting 

attacks that occur on the high seas. On the other hand, the IMB definition, which negates 

jurisdictional limitations, establishes difficulties for coastal states in addressing any pirate attack 

at sea. This definition creates a negative image for coastal states in cases where a high number of 

incidents occur within their jurisdiction. 
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Indonesia and Malaysia have avoided categorising incidents as piracy in territorial waters to 

prevent the involvement of other states in anti-piracy operations. Both Indonesia and Malaysia 

argue that using the term piracy for attacks occurring in territorial waters would encourage 

external powers to be involved in anti-piracy operations. They argue that a foreign naval 

presence in their territorial waters could be considered a violation of sovereign rights. This 

follows the proposals by several countries, including the United States, India, China, and Japan, 

to engage in such operations. Being highly dependent on maritime trade, these are all states that 

are concerned that the piracy threat could hamper their economies. Specifically, in 2004 the US 

Navy promoted its Regional Maritime Security Initiative (RMSI) to counter piracy in the Asia-

Pacific region, especially in the Malacca Strait. 

 

Aside from the discussion of the piracy definition, this paper will employ its broad meaning 

since the three coastal states—Indonesia, Malaysia, and the Philippines—agreed with the 

operational use of the term in their documentation. 

 

To understand how pirates operate, Valencia categorises acts of piracy in the Southeast Asia 

region into four types based on the methods used. Hit-and-run theft is the most common modus 

operandi. The actors mainly execute their actions in the dark when a ship’s crew slacken their 

guard and lose situational awareness. Working in a small group of two to five, they usually sneak 

out, board the ship, take what they want, and leave. These pirates mostly try to avoid being 

detected but to prevent being captured they arm themselves with knives or sharp objects for self-

defence. Their targets are mainly valuable items that are readily found and easily portable, such 

as cash, engine spare parts, pipes, cables, and electronic devices.9 

 

The second type of attack is the temporary or short-term seizure of a ship. Working in a bigger 

group, the pirates are usually more organised and sometimes better prepared. To carry out their 

attack, they must invest money in equipment such as small boats, fuel, and proper arms. While 

the first type is more opportunistic, this second type uses basic intelligence gathering to collect 

information on the target. The main purpose is to obtain a greater financial gain through 

collecting money or more valuable assets from the crew, in larger amounts of a longer period 

than in a hit-and-run attack. This attack can happen anytime and at any place.10 
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The third type, long-term seizure, utilises similar methods to the previous type, with a longer 

duration of capture and greater gain in mind. This type of attack is aimed at stealing the entire 

ship’s cargo. Therefore, the attackers are more organised and experienced, using bigger ships to 

load the cargo, and are more prepared to employ violence to maintain control of captives. The 

risks the captive crew face are greater, and the economic losses are significant.11 

 

Hijacking is the fourth type of piracy attack under this classification system. Although similar to 

types two and three, the goal of this method is to illegally possess the ship and its entire cargo 

until the ship is disposed of. Hijacking exposes the crew to more serious and dangerous 

circumstances. Pirates quite often violently capture or even kill the crew. This modus operandi, 

however, requires good planning and execution. To obtain revenue, the pirates need ready 

consumers for the cargo, forged/counterfeit documents to change the identity of ship and cargo, 

and a safe place to keep the ship temporarily.12 All of this preparation requires initial capital 

investment and organisation. This type of piracy is conducted by organised groups with strong 

financial backing. 

 

Looking at their motives and methods, Eduardo Ma R. Santos codified pirate groups operating in 

the Philippines’s waters into two categories: ‘loosely-organized petty thieves and small-time 

criminal elements, and organized and heavily armed groups’.13 The first group mainly operates 

with a pure robbery motive; the latter conduct their actions for larger financial gain. The armed 

group mainly undertakes the long-term seizure and hijacking method. Most of them are members 

of terrorist or armed rebellion groups, whose motive is to obtain money to support their 

operations on land. This type of group operates mostly in the southern Philippines, where their 

bases are primarily located.14 

 

 

 

 

 

 

 

Categorisation Description 
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Hit and run Most common; opportunistic; covert; small 

groups 

Temporary/short-term seizure Intelligence and planning required; 

detainment of crew for exploitation; resources 

for holding command of the ship required 

Long-term seizure Aims to capture total value of ship’s cargo; 

requires resources to transport plundered 

goods and means of violence to detain and 

threaten the crew 

Hijacking Total control of the ship; planned with buyers 

ready for the ship and its goods; perpetrated 

by experienced organised groups with 

financial backing 

Table 2: Piracy attack categorisations 

 

Maritime Terrorism 
 

Piracy becomes more complex when terrorist groups are involved. Graham Gerard Ong-Webb 

argues that both crimes are categorised as an international or transnational crime.15 He then 

explains that piracy and terrorism have other interconnecting characters: methods and results of 

the actions.16 Pirates and terrorists both use weapons. Hence, in every action, there is a high 

possibility of violence and subsequent casualties. It is difficult to easily define the act of seizing 

or hijacking ships in this region as either piracy or terrorism. Both use similar methods and use 

violence as a primary means of achieving their goals. Yet, more lethal violence might be seen 

when terrorists engage in piracy. The militant members will most probably use violence as an 

essential element of maritime terrorism. Therefore, fatalities are more likely in any pure pirate 

attack. The threat of violence for conventional piracy is meant to elicit fear, prevent any counter-

actions from crew members, and allow for sufficient self-defence. Furthermore, Adam Young 

and Mark Valencia provide clear discrimination between the two terms: they can be segregated 

when their primary ends are clear. Piracy’s goal is to obtain immediate financial gain. Maritime 

terrorism, on the other hand, has political motivation in attacking or hijacking a ship. In line with 

the primary motive, piracy and terrorism are different in character: while pirates tend to work in 

silence, terrorists need to make public noise.17 
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Graham Ong-Webb has identified two main types of attack used in maritime terrorism in 

Southeast Asia. First, terrorist groups will conduct suicide attacks on maritime infrastructure, 

commercial or military, to hamper the economic activities and to reduce military capability, as 

well as to make their presence felt. Second, they will act as pirates by attacking and hijacking 

vessels, with various ends in mind, such as using the ship as the medium to conduct suicide 

attacks, demanding ransom, smuggling weapons, and selling the ship and its cargo to sustain 

their logistics.18 

 

As with piracy, maritime terrorism is also difficult to define since actors have different political 

motivations. Internationally, there is no accepted definition of maritime terrorism. Concerning 

several terrorist attacks, such as those against USS Cole and the Limburg, scholars and 

practitioners agreed to use Articles 3 and 4 of the Convention for the Suppression of Unlawful 

Acts against the Safety of Maritime Navigation 1988 (SUA Convention).19 Although not 

explicitly mentioning terrorists, the Convention codified maritime terrorism as any act of a 

person or group of people to forcefully take control of a ship for various purposes that lead to the 

damage of the ship, cargo, and persons on board, and unsafe navigation through interstate waters 

or the high seas. Specifically, a working group under the Council for Security and Co-operation 

in the Asia-Pacific (CSCAP) defines maritime terrorism as terrorist acts and activities which are 

within the marine environment and the type of target includes maritime infrastructure, vessels, 

and people.20 

 

Two terrorist groups in the Philippines, Moro Islamic Liberation Front (MILF) and Abu Sayyaf 

Group (ASG), have regularly conducted armed attacks against maritime targets, such as ships 

and tourist resorts, to convey their political messages to the Government. In February 2000 

MILF was accused of bombing the ferry Our Lady of the Mediatrix in Iligan Bay, resulting in 

approximately 40 deaths. ASG assaulted the MV Doulos in the Port of Zamboanga in August 

1991, killing two people. In 1996, they twice attacked the town of Sempoerna on the coast of 

Sabah, Malaysia. This group attracted international attention by attacking and kidnapping 21 

tourists in the Sipadan diving resort in Malaysia. They demanded the release of fellow Islamic 

terrorists. In 2001, ASG again abducted 20 people from a Palawan tourist resort. Later in 2003, 

they kidnapped six workers from a Sabah tourist resort and several hostages were killed 

afterwards. In the following year, the group bombed SuperFerry 14 in Manila Bay. All these 
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violent actions had political ends and were considered terrorist attacks rather than acts of 

piracy.21 

 

Based on the above discussion, attacks in the Sulu Sea should be categorised contextually; it may 

be considered either an act of piracy or an act of terrorism depending on the attacker’s intent. In 

short, if the motivation is merely economic, the act falls into piracy. The Indonesian Coordinator 

Minister of Politics, Legal, and Security, Luhut Pandjaitan, argued that until now, abductions 

were motivated by financial goals.22 In this context, it is difficult to directly measure whether an 

incident should be considered a pirate action or terrorist attack. Authorities must conduct a 

thorough investigation to determine whether the primary motivation is economic (piracy) or 

political (terrorism). 

 

Factors contributing to piracy in the Sulu Sea 
 

Eduardo Santos has identified several factors that contribute to piracy in the Philippines’ waters, 

particularly in the Sulu Sea. First, communities in the Southern coastal areas of the country have 

made piracy one of their occasional occupations since the 1800s. When Spain tried to occupy the 

country, Sulu’s piracy became one of the effective tools of resistance. Similar to other parts of 

Southeast Asia, certain communities have been known as pirate societies, using piracy as a 

means of survival. Second, Santos also recognised that a low standard of living in these 

communities has made piracy a means of sustaining people from generation to generation. 

Additionally, economic turbulence in certain times motivates people to seek jobs that promise 

quick income with low investment. Piracy is one of those options. 

 

A third factor is that the Sulu Sea is a convenient environment for pirates to operate in. In 

addition to fishing vessels, the Sulu Sea, specifically the Sibutu passage, attracts many merchant 

vessels shipping from Australia to East Asian countries, and vice versa. Annually, over 13,000 

vessels operate in this passage.23 Maritime traffic is the area is, therefore, a promising target for 

pirates.  

 

The fourth factor concerns maritime terrorism, which has grown in line with increased terrorist 

group activities on land. The operations of these groups have seen piracy, especially hijacking 
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and kidnapping for ransom, as feasible methods for acquiring significant amounts of money to 

fund their operations. 

 

The fifth factor regards the capability of maritime law enforcement agencies to cover vast areas 

of responsibility. Agencies such as navies, the police, and coast guards face inadequate 

resourcing to maintain 24/7 patrols in the affected areas. This condition creates difficulties for 

the units responding to immediate piracy threats. Pirates frequently identify gaps in surveillance 

coverage and take advantage by launching attacks at the appropriate time. 

 

Impacts of piracy 
 

Piracy has a substantial impact on international interests. In addition to the obvious financial 

losses and losses of life, piracy also disrupts global sea lines of communication. Most pirate 

activities take place in vital sea routes, such as the coast of Somalia, the Malacca Strait, the 

South China Sea, and the Sulu Sea. The disturbance caused by pirate attacks, and even the threat 

of attack, can halt or delay the flow of commodities, energy resources, and maritime services to 

all corners of the globe. Minister Pandjaitan stated his concern that a ‘new Somalia’ would exist 

in the Sulu Sea if this problem is not addressed properly and completely.24 Having identified 

several impacts, this paper will focus on three aspects: security, environment and economy. 

 

Security 

 

Piracy threatens the physical safety and security of ships, personnel, and cargo. The level of 

threat is different depending upon the method pirates use. These methods are related to the 

pirate’s motives. Hit-and-run theft piracy is unlikely to cause much harm to the crew. The pirates 

will avoid contact with or detection by personnel on board. If detected, they are likely to only use 

force or violence in self-defence or to deter being captured. The longer the pirates stay on board 

a vessel, the higher the risk to the personnel on board, both crew and any passengers. Therefore, 

a hijacking attack poses the highest risk of casualties. 

 

Oceans Beyond Piracy (OBP) recorded that in 2016, 442 seafarers were affected by piracy in the 

Sulu and Sulawesi Seas, from 38 incidents of which 37 occurred while the vessel was 
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underway.25 There were 22 kidnapping cases in the Sulu and Celebes Seas, with 185 seafarers in 

detention as a result. The detention duration varied from one day to hundreds of days.26  

 

According to the Regional Cooperation Agreement on Combating Piracy and Armed Robbery 

against Ships in Asia (ReCAAP), in the period March 2016 to June 2017, there were 23 incidents 

of abduction of crew in the Sulu-Celebes Sea and the waters off eastern Sabah, and 59 crew 

members were detained. As a result of this, two were killed, 39 released and 18 remain as 

hostages. The perpetrators were mostly members of a terrorist group located in the Philippines.27 

These numbers are quite shocking considering that for the two years previous there were no 

significant attacks in the region. 

 
Figure 2: Piracy incidents in 201628 

 

Piracy also exposes a ship and its cargo to possible damage or destruction. Long-term seizure 

leaves cargo unintended and uninspected. This is a result of pirates isolating the crew in close 

quarters so that they are unable to perform their normal duties, including routine inspections. 

Also, by being constantly under threat and in a dangerous situation, a crew is more liable to be 
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careless about routine safety matters. Such circumstances have the potential to ruin a ship’s 

cargo, especially easily spoiled commodities like dairy, unprocessed food, and livestock. 

 

Environment 

 

Piracy endangers a ship’s safety and therefore has the potential to harm the environment. Seizure 

by pirates often sees a ship’s normal operations curtailed, leading to poor stability and 

maintenance practices. In this situation, the ship will be vulnerable in degraded weather 

conditions. A ship seized by pirates is frequently left unmanned at some stage. It may become a 

navigational hazard posing a collision risk to other ships, especially since most attacks occur at 

night. In the event of a collision, there is the potential for the loss of cargo overboard and an oil 

spill. Potential damage could be compounded by the risk of a subsequent fire or even explosion, 

depending on the cargo. The worst-case scenario is that a pirate or terrorist attack targets a ship 

transporting dangerous goods such as hazardous chemicals or radioactive material. This could 

lead to the catastrophic destruction of the local environment. 

 

Economy 

 

Besides security, piracy hampers the economic sector at various levels, from the level of 

individual crew members, ship owners, states, and even the global community. The crew and 

ship owner will suffer direct financial loss and loss of opportunity. The potential losses include 

the ship, cargo, and money for ransom, depending on the particular act of piracy. It can cause 

broader impacts on a country or several states in a region. A pirate attack on a ship transporting 

energy resources, namely oil and gas, can affect a destination country’s energy availability. 

 

Financial losses due to piracy are significant. Although specific data on economic loss in related 

incidents in the Sulu Sea is not available, ReCAAP reported that during 2016 the value of stolen 

cargo in the Asian region was almost $3.25 million. That number does not include crew 

belongings of approximately $150,000-$280,000, and ship’s stores of between $460,000 and 

$1,600,000.29 ReCAAP estimates that almost $7 million was paid to pirates, particularly to the 

ASG, who usually demand large sums of money. 30 For example, to release the kidnapped crew 

of the tug boat Brahma 12, the pirates asked for one million dollars.31 
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The final economic impact is global. Piracy affects the operational costs of global shipping 

companies. Maritime organisations like ReCAAP have advised ships to take other routes to 

avoid pirate attacks. This recommendation results in additional sailing time. For example, it adds 

approximately half a day to a 14-day voyage for the normal transit duration from Port Hedland, 

Western Australia’s main iron ore export terminal, to northern Asia.32 This means that a ship 

operating in this route can only conduct two trips a month or 24 times a year. Furthermore, this 

additional time adds extra costs per day in additional fuel usage. These costs can be large. Over 

time they mount and impact companies’ profit margins.33 Figure 2 illustrates the possible 

alternative routes for shippings to avoid the Sulu and Celebes seas. 

 
Figure 3: Rerouting of shipping34 
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The Sulu Sea piracy challenges 
 

Due to its complex characteristics, tackling piracy in the Sulu Sea requires comprehensive 

measures at both a tactical and a strategic level. Geographical conditions, traffic density, 

situational awareness, patrolling assets, and logistics are, among other things, important factors 

that need to be considered in formulating and executing counter-piracy plans. At the strategic 

level, territorial disputes, national policy, and interoperability are issues that require review. For 

example, direct unilateral or repressive countermeasures are inadequate in addressing maritime 

terrorism. 

 
Figure 4: The Sulu and Celebes seas35 
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Geography 

 

Located in the southern part of the Philippines, the Sulu Sea is semi-enclosed. The large islands 

of Palawan, Mindanao, Panay, and Cebu are the dominant geographical features. It has some 

areas that are considered sufficiently deep for the navigation of large vessels. The distance 

between Palawan and Mindanao is approximately 200nm, and the range between the small 

islands is relatively short. For example, the waters between Sibutu Island and Simunul Island, 

known as the Sibutu Passage, are only 15nm in width. From Basilan, one of the ASG’s 

compounds, the Sibutu channel is around 150nm distant. With a high-speed boat, pirates can 

easily and relatively quickly reach those places. This makes the Sulu Sea a favourable area to 

launch attacks against vessels. They can wait for their targets at a nearby small island in the area 

and hide from patrolling units. Furthermore, the scattered islands that shelter pirates create 

problems of navigational safety for vessels transiting the area. Ships sometimes need to reduce 

speed when passing through narrow waters, especially at night. This provides an opportunity for 

pirates to easily board a vessel and conduct their attack. 
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Figure 5: The Sibutu Passage36 

 

Most of the Sulu Sea is within the Philippines’ national jurisdiction and is mostly classified as 

territorial waters. Legally, only Philippines law enforcement agencies can operate in these areas. 

Other states’ units must have authorisation from the Philippines to operate in the area. This 

process may take some time due to the country’s judicial and political mechanisms. This creates 

problems for other states trying to ensure their flag-state ships’ security when transiting through 

this area, even for neighbouring states like Indonesia and Malaysia. Adding to the complexity is 

the fact that the islands of the southern Philippines are a safe haven for terrorist groups. Basilan 

and Jolo are the islands where the ASG is primarily based, with around 200 to 400 active 

members. This makes it much easier for the ASG to launch an attack on vessels sailing through 

the region. 
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Figure 6: Abu Sayyaf bases37 

 

Traffic density 

 

Although a larger area than the Malacca Strait, the Sulu Sea is one of the key shipping routes in 

Asia. Maritime agencies estimate that annually over 100,000 ships from Australia, America, 

Europe, and Asia use this passage, transporting around 55 million metric tonnes of various 

cargos worth around $40 billion.38 This includes most of the coal exports (approximately 70 per 

cent) exported from countries in the region, such as Indonesia and Malaysia, and imported to the 

Philippines, and equal to USD 800 million.39 This high traffic density enables pirates to easily 

pick any vessel to attack, and most vessels are navigating at slow speed, most commonly tug 

boats with barges in tow. 

 

Due to the number of scattered islands in the area, vessels using these waters must navigate 

carefully. These waters are rich in fish and other marine resources and so are home to many 

fishing vessels. Like most other areas in the region, fishing and fishing-related activities such as 

aquaculture are prolific in the Sulu Sea. At night, seafarers are likely to encounter fishing boats 
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or marine structures without proper markings or lighting. Such situations require caution. To 

navigate safely and avoid a collision with these platforms, ships will usually reduce speed. Yet 

this action has the consequence of making the ship more vulnerable to boarding by pirates. 

Furthermore, a high number and variety of ships transiting the Sulu Sea increase the opportunity 

for pirate groups to select a suitable ship to attack. In general, pirates will attack small vessels 

like tug boats with towed barges and fishing boats. Recently, attacks have also occurred on cargo 

ships and tankers: higher risk but more valuable targets with the potential for greater gain.40 

Maritime surveillance 

 

The need for information, such as where and when piracy will occur, is crucial, but rarely 

available in real-time and as required. Such information helps sea users to plan and determine 

routes. Maritime Domain Awareness (MDA) becomes invaluable in this situation.41 

In the Sulu Sea, the inadequacy of information occurs because off the lack of maritime 

surveillance platforms within the area. Maritime information mainly comes from outside 

maritime centres such as Singapore’s Information Fusion Centre (IFC), ReCAAP, IMB, and 

IMO. Currently, surveillance operations are only conducted by surface ships and Maritime Patrol 

Aircraft (MPA). These two surveillance platforms have limited operational endurance and 

coverage. This makes it very difficult for patrolling units operating in this area to monitor the 

entire area of responsibility and build a surface operating picture. The Sulu Sea and adjacent 

waters require persistent surveillance to ensure the security and safety of the region. To fulfil this 

need, a coastal radar system may be an answer. It could provide a range of different capabilities, 

depending on the user’s concept of operations, such as 24/7 operational hours, network 

communications, datalink, and video surveillance. 

 

Patrolling assets 

 

To maintain a presence, maritime law enforcement agencies deploy patrolling units in the areas 

of interests but face limitations due to endurance, operational readiness and quantity of assets 

which, overall, undermine the ability to produce a robust and continuous presence to build a 

recognised maritime picture. 

 

The Philippines, Indonesia, and Malaysia have faced challenges in maintaining operational 

readiness. These three countries have wide areas of responsibility, as their maritime jurisdictions 
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are huge. In reality, assets available are unbalanced within the area that needs to be covered. The 

Sulu Sea and its adjacent waters are a small part of the areas within their responsibility. 

Moreover, in line with operational readiness, logistics play a vital role in ensuring the 

sustainability of an operation. Anti-piracy efforts in the Sulu Sea increase logistical 

requirements. It affects routine or existing operations in other regions in terms of cost 

allocations. Counter-piracy patrols and incident responses are only part of the duties of regional 

naval and law enforcement agencies. These patrols have increased the cost to law enforcement 

agencies, as well as the navy. To the Philippines, the situation in Marawi after the attacks there 

has consumed the government’s energy and resources. This is one of the reasons the executive 

proposed increasing the defence budget in 2018.42 

 

 

 

Territorial disputes 

 

Territorial disputes exist between Indonesia and Malaysia and the Philippines and Malaysia. 

Indonesia and Malaysia have contested each other’s claims in the ‘Ambalat’ dispute area (see 

Figure 7 below). There were several incidents involving naval assets in the 2000s, where units of 

both states were involved in encounters at sea, and one side perceived the other as entering 

waters illegally. This was followed by accusations that the units were conducting dangerous 

manoeuvres. Fortunately, there have been no exchanges of fire between naval units during this 

dispute. Similarly, claims over Sabah territory between Malaysia and the Philippines have also 

brought the countries into a long-standing dispute since 1968.43 In 2013, an armed clash occurred 

between Malaysia’s security forces and a group of Filipino gunmen who landed on the Sabah 

coast and claimed the territory as part of the Sulu Sultanate.44 

 

Existing unresolved territorial disputes do complicate the efforts to suppress piracy, armed 

robbery, and other criminal acts in this region. Coastal states face difficulties in determining 

responsible authorities in the disputed areas. This creates complexity in drawing up specific areas 

of responsibility for each country. Additionally, it creates difficulties in determining what acts 

break which country’s laws. 
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Figure 7: The Ambalat dispute 

 

Current responses to Sulu piracy 
 

The efforts of coastal states to mitigate and even solve the piracy issue in Southeast Asia have 

continued as a part of ensuring security and safety in the region. Countries have undertaken 

individual, bilateral, and multilateral approaches. Recently, regional actors increased their 

commitment to conduct counter-piracy patrols and prosecute perpetrators of piracy and crimes at 

sea. 

 

Domestic efforts 
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Several countries have developed new strategies for countering criminal offences, including 

piracy and armed robbery. Indonesia, for example, has developed an operational design called 

‘Western Fleet Quick Response’ (WFQR). This is a concept for the conduct of immediate action 

against any criminal offence at sea by enhancing interoperability between operational and 

intelligence units. It was initially designed by the Western Fleet Command of the Indonesian 

Navy to address maritime crimes in the Malacca Strait. On the other side, Malaysia has 

established the Special Task and Rescue (STAR) team. Both teams have successfully achieved 

significant outcomes.45 On 8 December 2016, Malaysian security forces successfully defeated a 

group of five members of a terrorist group in Semporna, Sabah, killing three and capturing two. 

This operation was significant as one of the members was the leader of terrorist attacks on 

tourists, fishermen, and seafarers in waters off eastern Sabah and the Philippines’ Sulu 

archipelago.46 

 

Another counter-piracy effort is that of the Malaysian Maritime Enforcement Agency (MMEA) 

that has extended its operational reach to the coast of Sabah. It also aims to improve the 

capability of its maritime surveillance by building a radar system to cover the area. Further, to 

increase its operational capacity, three new patrol vessels joined together with additional ships 

from other countries: Australia, Canada and Japan.47 Looking at the significant achievements of 

the operation in Malacca Strait, Indonesia’s Fleet Quick Response has expanded its operations 

geographically to the eastern part of the country. The Indonesian Navy has increased its 

operations in the waters adjacent to the Sulu Sea by sending more ships and personnel.48 

 

The Philippines has not only continued but also increased its commitment to ensuring the safety 

of the Sea Lines of Communication (SLOC) within its jurisdiction. Law enforcement agencies 

such as the Philippines Navy (PN) and the Philippines Coast Guard (PCG) have taken initiatives 

to bolster their efforts. The PN has committed to sending more ships and personnel to the area.49 

Besides increasing patrol activities, the PCG has established a Recommended Transit Corridor 

(RTC) between the Moro Gulf and the Basilan Strait (Figure 8).50 This enables law enforcement 

units to monitor and take immediate action when incidents occur. Additionally, the PCG has 

proposed establishing a new regional office in the Negros Island Region (NIR) with a training 

centre and additional stations in southern Negros Occidental. This initiative is logical since the 

island is close to the Sulu Sea, reducing response time to threats. The agency also imposes rules 
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and regulations under its authority, such as stricter safety and security requirements, and an 

environmental numbering system. 

 

 
Figure 8: The Recommended Transit Corridor (RTC)51 

 

Although the number of incidents at sea has been reduced, the Philippines security forces 

maintain their military efforts against militant groups. In December 2016, they killed at least 10 

suspected members of a militant group in armed combat in Patikul, Sulu.52 

 

Multilateral approach 

 

Given the complexity of addressing the piracy threat in the Sulu Sea, the three coastal states—

Indonesia, Malaysia, and the Philippines—launched trilateral sea patrols named ‘Indomalphi’ on 

9 June 2017 in Tarakan, Indonesia. This cooperation involves using sea, air, and land assets to 
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curb pirate activities, especially kidnapping and hijacking in the Sulu Sea, as well as 

apprehending the perpetrators. Since its initiation, the planning team has developed a 

comprehensive mechanism to support the smooth running of the joint patrols.  

 

 

To support the operation, each country has established its respective Maritime Command Centre 

(MCC): Tarakan in East Kalimantan, Indonesia; Tawau in Sabah, Malaysia; and Bongao, the 

capital of Tawi-Tawi province in the Philippines (Figure 9). The three centres are tasked with 

coordinating the patrol, as well as collecting and sharing information.53 Although the initial focus 

is on maritime piracy, the Sulu Patrol is also meant to address a wide range of crimes at sea. 

 

 
Figure 9: The three MCCs54 
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What makes the Indomalphi initiative different from the Malacca Strait Sea Patrol is the term 

‘joint’ rather than ‘coordinated’. This arrangement allows units to conduct patrolling within the 

jurisdiction of neighbouring countries. One crucial agreement brought up by the three 

participating states is the right of hot pursuit into the other nations’ waters. It means that a 

patrolling unit from Indonesia can enter Malaysian or Philippine territory to apprehend pirates.55 

This arrangement enables greater operational effectiveness. The pursuing unit does not have to 

gain permission to enter foreign waters but only needs to send a notification to the host nation. 

Furthermore, this procedure may help to resolve the issue of territorial disputes by normalising 

arrangements between the countries. 

 

Even though it currently involves three coastal states, Indomalphi could engage more actors to 

contribute to the operation, especially the Association of South-East Asian Nations (ASEAN) 

members. Singapore and Brunei Darussalam have been invited to participate. Opening this 

window may enhance the outcome of the operation. Singapore has shown its commitment by 

providing humanitarian assistance to the Philippines and sharing information to support the 

patrols.56 The Philippines, in particular, has unilaterally sought support from other countries like 

China, due to its limited resources in conducting maritime and land operations at the same 

time.57 The United States has also shown a willingness to contribute.58 In June 2017, the 

Philippines Navy and the US Navy conducted an exercise to deter piracy and other illegal 

activities.59 

 

Ways Ahead 
 

Responses by coastal states to piracy in the Sulu Sea appear to have achieved their aim. Actual 

and attempted attacks have been reduced significantly. However, violence remained high in the 

first half of 2017, where three people were killed. This shows that piracy is still a serious threat, 

and law enforcement must remain vigilant. The reduction in the number of attacks is most likely 

related to the activities on land in the Philippines, as militant groups focused their efforts in the 

city of Marawi. 

 

Although the concerned coastal states have launched Indomalphi patrols, efforts to stamp out 

piracy in the Sulu Sea must continue. The Indomalphi initiative is open for participation from 

other states in the region, and this would enhance the operational effectiveness of anti-piracy, 
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especially in terms of information sharing. However, there is a pessimistic view that this 

initiative is not the exact answer to maritime security challenges.60 Several challenges remain 

that may hamper the smooth execution of the trilateral security patrol. This paper has several 

suggestions on how better outcomes might be achieved. 

 

Persistent maritime surveillance 

 

Pirates in the area are often opportunistic, and even a tiny window of opportunity can lead to an 

attack. The area in which the criminals operate must be monitored 24/7 to provide a usable 

recognised maritime picture for decision making at the operational and tactical levels. Persistent 

maritime surveillance is a must in such an operational environment. This will allow for timely 

responses to any threats and attacks.  

 

To maintain continuous surveillance, maritime security forces require permanent systems 

installed in the Sulu Sea region. Their placement should be such that they will cover areas that 

are most vulnerable to pirate attacks. Looking at the geographical characteristics of the Sulu Sea, 

it is recommended that a coastal surveillance system is built and placed in strategic locations 

such as the Sibutu Passage, the edge of Palawan Island, on islands in the vicinity of northern 

Sabah, the eastern part of East Kalimantan, Basilan Island, Tawi-Tawi Island, Mindoro Island, 

and Coron Island. The broad illustration of a proposed coastal radar system is in Figure 10 

below. 

 

To cover more areas than those beyond the coastal radar detection range, coastal states need to 

deploy mobile surveillance platforms, surface ships, maritime patrol aircraft, UAVs, and 

aerostat. Effective scheduling and the proper division of surveillance sectors for these assets are 

key enabling factors for the optimisation of surveillance operations. Also, all of these assets must 

be able to communicate with each other, preferably in a network framework and coordinated or 

controlled by an appropriate maritime command centre. This communication network would 

enable real-time information sharing and thus quicker response times. 
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Figure 10: Recommended coastal radar locations and RTCs in the Sulu Sea and adjacent 

waters61 

 

Recommended Transit Corridor (RTC) 

 

Providing ships with a specified route determined by the appropriate coastal authority is an 

effective way of increasing monitoring effectiveness. An RTC also localises and mitigates the 

risks of piracy since most of the ships are under the umbrella of security force monitoring. 

During transit through the Sulu Sea, a ship is recommended to take a route where maritime 

security units primarily operate to deter attack and allow for a quick response in the event of an 

attack. The RTC should be spacious enough for safe navigation, allowing for two-way traffic, 

and be the shortest practicable distance to prevent a ship from steaming longer than necessary 

within high-threat waters. 
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Although the Philippines has established an RTC, it is only for domestic traffic travelling 

between the Moro Gulf and the Basilan Strait. RTCs should also be provided along international 

shipping routes. One international RTC should be established for the Makassar Strait, Sulawesi 

Sea, Sulu Sea, and to the North to East Asia, with a total distance of around 750nm. A second 

one should be established for the route Pacific Ocean, Sulawesi Sea, Sulu Sea, and the South 

China Sea to the East, with a total distance of approximately 600nm. A third one should connect 

the Sibutu passage to the South China Sea, with a minimum distance of 450nm. Figure 10 

depicts these proposed RTCs. These corridors would help to determine the coastal radar system 

locations as proposed above. 

 

Information sharing 

 

Maritime surveillance will ultimately fail to achieve its goal if the information gained is only 

used by law enforcement agencies to support their tasks and is not shared with other agencies. 

This information is useful for all seafarers, especially with regards to possible or actual threats in 

the transit area. Coastal authorities should build a platform to share relevant information to 

appropriate users. It is a difficult but necessary task. The three established MCCs in the region 

must process raw data from every sensor and surveillance system and other maritime information 

centres and turn this into ready-for-use information designated for specific users. The command 

centres need an information-sharing mechanism to complete the maritime picture they build. All 

users should have real-time access to this information through a network-based platform. 

 

Domestic interagency coordination 

 

To build MDA, a country needs to integrate its domestic maritime stakeholders. Every maritime 

agency, government or private, has certain unique capacities that should be utilised to support 

this effort. Maritime security forces have limitations in providing necessary resources. Other 

maritime and maritime-related sectors, such as transportation, trade, ports, fisheries, tourism, and 

so on, are vital in filling the gaps. The government should establish a coordinating or 

collaborative mechanism. Moreover, within this interagency cooperation framework, 

stakeholders should further support maritime law enforcement efforts to combat piracy. 

Authorities need to increase economic and social development for the societies living in coastal 
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areas. This will reduce the economic motive that encourages people to engage in piratical 

activities. Governments should continuously educate societies to enhance understanding of the 

causes and consequences of piracy. Private and non-government agencies can assist with these 

awareness-raising efforts. 

 

Operational rhythm 

 

Operating naval, air and land assets requires comprehensive management to achieve the desired 

results. In the Sulu Sea joint patrol initiative, three countries deploy assets to monitor their areas 

of responsibility. To effectively cover the region, the command centres should have an 

operational battle rhythm to ensure that a continuous presence is maintained. This requires 

surface ships, maritime patrol aircraft, UAVs, and other supporting platforms are given 

operational areas and patrol duration based on their operational capabilities. The result should be 

no overlapping area or operational gaps in certain areas. This requires close, intensive 

coordination among the command centres and units conducting operations. Furthermore, since 

terrorist groups have used piracy to obtain funds for their operations, effective counter-piracy 

efforts at sea will contribute to military efforts on land. Patrolling units may be tasked with 

conducting interdiction operations to cut militant logistics support—primarily weapons and 

related materials into the southern Philippines and surrounding areas. Equally, the defeat of 

militant groups on land may diminish militant piracy at sea. Therefore, maritime, land, and air 

operations must make continuous, integrated, and collaborative efforts. 

 

Sea users’ contribution 

 

Besides the efforts of maritime security forces, the involvement of seafarers is crucial for 

successful anti-piracy and other law enforcement operations. Abiding by the rules, using the 

RTCs, and reporting any suspicious activities or recent incidents to maritime authorities are all 

useful contributions. To support security measures on-board a ship against pirate attacks, the 

IMO has issued several best-management practices.62 Implementing these practices will also 

improve the ship’s safety and security in ports and at sea. 
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Media management 

 

In maritime operations, media plays an important role in shaping situations at sea. Since 

kidnapping and hijacking incidents have increased, piracy in the Sulu Sea has created the 

negative perception that it is one of the most dangerous waters in the world. This affects 

seaborne transportation activities through the region. Broadcasting proper, balanced information 

via the media is crucial to mitigating this perception. People need to know that coastal states 

have responded to piracy and that successful operations have been conducted. Also, such 

information will provide some level of deterrence, further helping efforts to combat piracy in the 

Sulu Sea.  
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